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A mid-sized financial technology company engaged our team for their yearly third-party tabletop exercise, which we enhanced
by incorporating a condensed 12-hour purple team engagement to rapidly evaluate their security posture before a major product
launch.

Engagement Objectives I>Z<I

Combine traditional tabletop scenarios with hands-on
purple team testing to identify critical security
vulnerabilities in customer-facing applications and ,9&9\ Team Composition
internal infrastructure within strict time constraints.
Collaborative structure with red team attackers, blue

team defenders, tabletop facilitators, and purple team
Methodology ﬂ coordinators working simultaneously with real-time

. . . communication.
Integrated approach with tabletop scenario planning

and purple team activities: 4 hours of preparation, 6
hours of active testing, and 2 hours of analysis and

reporting.
Key Activities
Red Team Efforts Blue Team Response
Targeted external penetration testing - Real-time threat detection
Credential harvesting attempts - Alert triage and validation
Privilege escalation testing - Incident response procedures
Data exfiltration simulations - Defense modification during engagement
Critical Findings
a - . -

YIf Unpatched Web Vulnerability ~ x) Detection Gaps /2 Privilege Management Issues
Discovered SQL injection Identified 37-minute average Lateral movement achieved
vulnerability in payment delay between initial compromise through excessive admin rights on
processing API that could allow and first alert generation. development systems.

customer data access.
Outcomes & Value

By enhancing the client's yearly tabletop exercise with an accelerated purple team engagement, we delivered exceptional value
by providing both theoretical scenario training and hands-on technical validation. This combined approach compressed what
would typically be separate week-long assessments into a comprehensive security evaluation, identifying significant security
gaps that could have impacted the upcoming product launch.

Following the engagement, the client implemented immediate remediation for the critical findings and developed a 30-day
security enhancement plan based on the comprehensive recommendations provided. The exercise also trained their security
team with hands-on experience against realistic attack scenarios, improving their detection and response capabilities and
establishing a new benchmark for their annual third-party security assessments.



